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Hello, 
 
Thanks you for your interest in Be4Me, Davidson LifeLine’s Parent Toolkit for social media and 
technology. 
 
The purpose of Be4Me is to provide you, as parents and trusted adults in students’ lives, with a look 
into their world of social media, to provide you with a snapshot of their digital lives, and to help you 
navigate this road with the children you love. 
 
We know that for healthy relationship, we must meet our children where they are. It’s critical that we 
understand their world well enough to be able to have a conversation about it. That means knowing 
what Twitter is. And Instagram. Snapchat. Vine. Speaking the latest App language can help. Knowing 
how to change settings on a smartphone can go a long way. Privacy settings are often available but 
untouched. Daunting? Yes. We’d like to help you wade in. Take a look at the guidelines, see what you 
think. 
 
The truth is we cannot stay ahead of the children we love in a world where we are digital immigrants 
and they are digital natives. The best hope we have is to provide a framework; guidelines for behavior, 
expectations. We can make this world as safe as possible with them. At the end of the day, though, a 
relationship built on trust is all we have. Oh, and do you want to know what they want most from you if 
they come to you about something that happened in their digital world? Don’t freak out. 
 
We hope that the information in this packet is helpful to you. We are always looking for feedback and 
ideas. Please send your thoughts to me at lynnhenn2@gmail.com. 
 
Sincerely, 
 
 
Lynn Hennighausen 
President, Davidson LifeLine 
  
 
  



 
We hope that these general guidelines might help you start a conversation with your teen or loved one. 
We highly recommend you have this conversation at a time when all is calm; we also think this 
discussion should continue over time.  
 
Embrace  Their  World  But  Hold  on  to  Yours 
Digital media is a big part of your teen’s world and if you share your teen’s enthusiasm for it, they're 
more likely to come to you for help navigating it. So learn what Instagram is, ask to see their pictures, 
try uploading a video, ask about their friends and followers, and check out what that gaming box can do 
besides play games. A great way to do this is to ask your child for help and then do these activities 
together. That said, try not to invade boundaries – they need room to develop 
For more information, see: 
 social media platforms (YES) 
 Setting Boundaries with Teens 
 
Explain  That  Nothing  Is  Really  Private 
In today’s media environment, it’s very important to discuss protecting children's own privacy 
as well as their friends’. 
 
Teens need to understand that nothing they put online or send to their friends on their cell phones is 
really private. Everything leaves a digital footprint, and whatever gets created never goes away.  
Anything they put out in the digital world can be screenshot or cut & pasted then spread throughout 
their entire school – and beyond – with the click of a button. So while children may not intend for 
something to go public, it easily can. 
For more information, see: 

Teen Internet Safety Tips 
 Digital Footprint Image 
 
Establish  Privacy  Settings and  Safety  Guidelines 
The most basic thing that teens can do to protect themselves is set up privacy settings on 
any social networking site. Each major site has an area where you can access this information. Don’t  
assume that the default state is “private” – adjust the settings to limit what other people can see and 
access. 
  
Teens also need to understand that they should protect their friends’ privacy too. Passing along a 
rumor or identifying someone in a picture (called “tagging”) affects that person’s privacy. If your teen-
aged children are tagged in friends’ photos, they can ask to have the photos or the tags removed. But 
there’s not too much they can do beyond that. 
 
And remember, social media sites are being reviewed by colleges, universities, and employers. That’s 
just the truth.  Remember, it’s our teens’ job to explore their identities. But they need to be reminded 
that what they post today could haunt them tomorrow. 
For more information, see: 

Let’s Talk Safety 
 Sample Family Agreement 
 
Keep  Passwords  Private 
Teens shouldn’t share their passwords with anyone but you. They may think that telling their best friend 
is OK, but they can never predict what their friend might do with that information if they happened to get 



in a fight. It’s not worth the risk. Consider making it mandatory that your children provide you with all 
passwords to all sites they are using. Just knowing you have them can sometimes deter behavior.  
 
 
 
Talk  About  Risky  Behavior 
  
Establish ground rules just in case children are fuzzy about what not to post. No nude or semi-nude 
photos or videos. No pictures of doing drugs, drinking, or having sex. Since our teens don’t know who 
will see that information or how it could get passed on, it’s just too risky.  
 
 
Discuss  Accountability 
Teens must be accountable for whatever they post...to you, their school, friends, and/or even law 
enforcement.   The bottom line is that if children wouldn’t want their grandma or principal to see what 
they’re posting they shouldn't say or post it. It’s that simple. Don’t trash talk teachers, coaches, parents, 
each other. It’s that simple.  
 
Think about ways to ensure trust and accountability. If things are going well, consider glancing through 
your teen’s texts and apps once in a while--with them. If trust has been broken, consider stricter 
accountability guidelines. 
  
  
Insist  on  Balanced  Use 
A general rule of thumb is that the amount of time that children spend with media and technology 
should be equal to time they spend doing other activities, whether that's hanging out with their friends 
face-to-face, spending time with their family, reading, playing sports, or doing their chores. 
 
Insisting that phones are put away at dinner or other family time is reasonable.  
  
Monitor  media  use  as  best  you  can  
It’s just not possible to monitor everything that your teen is doing. That’s why it’s important to ask 
questions about what they’re doing and keep lines of communication open. 
  
You can require your teens to use media in areas that are easier for you to monitor, like the living room 
or kitchen. Consider "no cell phone or laptop" policies at bedtime and keep devices in a neutral place at 
night. 
 
If  You’re  Concerned  or  If  Things  Go  Wrong 
Don’t freak out.Try to remember that your children will make mistakes. Every child does~ in some ways 
it’s their job. They push boundaries, you hold them. If something goes wrong, do your best to stay calm. 
Help them to solve whatever problems they face in a confident, composed manner. It will go a long way 
in nurturing a trusting relationship. 
 
 
Be  a  role  model   
Be careful about what you post. Your children are watching. When you are with them, give them your 
undivided attention; don’t text or play a game on your phone while they’re trying to talk to you. Be 
careful what you post on Facebook. If you expect them to put their cell phones away when talking to 



you, put yours away when talking to them. Consider establishing “no phone” boundaries around the 
dinner table.. According to the 2013 Charlotte Mecklenburg High School Youth Risk Behavior Survey,  
39% of high school drivers had texted while driving in the past 30 days. If you’re texting or e-mailing 
while driving, STOP. They are watching.  
  
A  Word  About  Bullying  and  Cyberbullying  
Bullying and cyberbullying are very serious offenses. We’ve put together a few resources that might 
help sort out the differences between conflict and bullying, the definitions of bullying and cyberbullying, 
and what to do if your child is a target. 
For more information, see: 

Definitions of Bullying & Cyberbullying 
Myths About Bullying 
What Do I Do If Your Child is Being Bullied 
Help Kids Stand Up 

 
Additionally,  take  a  look  at:  
Lake Norman Area Mental Health Resources 
Great Internet Resources 
Thank You’s 



 
 

 
 
 

 
Common Social Media Platforms 

 

There are hundreds of social media platforms available to anyone with a smartphone or a computer. Most kids 
have a Facebook account, but many have moved from Facebook to other platforms. Popularity changes very 
quickly; below are brief descriptions of a few of the most popular platforms for teens today. Check out 
Common Sense Media and Connect Safely for great information and guidance, as well as instructions about 
privacy settings, location settings, and more.  

 

Facebook 

With 1.3 billion users, Facebook isn’t going away anytime soon. BUT, we’ve heard from kids that the only 
reason they go on Facebook is to see if their parents have posted anything embarrassing about them! 
Facebook users connect with others, publicly or privately. Users can post pictures, watch videos, post 
comments, “like” other posts, Know that whenever Facebook updates its features, privacy settings must be re‐
set.  
 

Instagram 
Instagram is a wildly popular platform for instantly enhancing photos and videos with cool effects and sharing 
them across a number of social media platforms. Users can flag photos for review, but mature content still 
appears in some photos and in the comment sections. Photos shared in Instagram are public and may have 
location information unless privacy settings are adjusted. Instagram Direct users to make sure settings are on 
“private”. 
 

Twitter 
Twitter is an online social networking and microblogging platform that allows users to communicate through 
140‐character messages ("tweets") on a computer or smartphone. It's used by millions of people worldwide to 
keep up with friends and followers, news, gossip, events, weather, and more. The people you follow will show 
up in your Timeline, a scrolling list of real‐time tweets. When you tweet, the people who follow you will see 
your tweets in their timeline. Twitter can be a dangerous playground for cyberbullying, as well. 
 
 
Snapchat 
Snapchat is a photo messaging app that allows users to take photos, record videos, add text and drawings, and 
send them to a controlled list of recipients. Users set a time limit for how long recipients can view their Snap, 

 
 



1‐10 seconds, after which they will be hidden from the recipient's device and deleted from Snapchat's servers. 
While the snap is visible for just seconds, it can be “screenshot”.  Snapchat is known as a "sexting" app 
because outgoing (and incoming) pictures, videos, and texts are not stored on devices ‐‐ but many teens use it 
simply to exchange fun, silly pictures. Remember: every action on a computer leaves a digital footprint. 
 

Vine 
Vine is a social media app that lets you post and watch looping six‐second video clips. There are some 
hysterical videos on Vine; funny and harmless. Vine also has content that is inappropriate for children; it’s not 
hard to find nudity, sex, drug use, offensive language, and more. There's also a direct message option for 
videos you want to share with just one person (or a group), not with the world. 
 

For more information about these and other social media platforms, take a look at  
www.commonsensemedia.org or www.connectsafely.org. 
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Setting	  Boundaries	  with	  Teens	  
by	  Shannon	  White,	  LPC	  

	  
Very	  often,	  during	  our	  life,	  we	  find	  ourselves	  in	  situations	  that	  require	  us	  to	  identify	  what	  we	  are	  
comfortable	  with	  and	  where	  our	  personal	  limits	  lie.	  Parents	  can	  be	  	  	  essential	  in	  helping	  children	  and	  
teens	  identify	  this	  “property	  line”	  for	  their	  own	  lives,	  to	  insure	  that	  they	  grow	  up	  to	  be	  healthy,	  
independent	  adults.	  Your	  main	  task	  as	  a	  parent	  is	  to	  help	  your	  child	  develop	  inside,	  what	  you	  have	  been	  
providing	  on	  the	  outside,	  including	  responsibility,	  self-‐control	  and	  freedom.	  These	  limits	  are	  known	  as	  
“boundaries”	  and	  are	  essential	  for	  healthy	  character	  development,	  as	  parents	  keep	  one	  eye	  on	  their	  
child’s	  future.	  Children	  are	  not	  born	  with	  boundaries,	  but	  begin	  to	  internalize	  this	  concept	  from	  external	  
relationships	  and	  discipline.	  For	  example,	  if	  children	  do	  not	  endure	  consequences	  from	  negative	  choices	  
they	  make,	  they	  will	  not	  have	  an	  appropriate	  view	  of	  reality	  and	  how	  these	  choices	  will	  impact	  their	  lives	  
in	  the	  future.	  	  

According	  to	  psychologist,	  Lawrence	  Kohlberg’s	  Moral	  Development	  stages,	  prior	  to	  the	  age	  of	  twelve,	  
children	  have	  not	  internalized	  the	  concept	  of	  treating	  others	  the	  way	  they	  want	  to	  be	  treated,	  nor	  do	  
they	  have	  the	  insight	  to	  understand	  the	  impact	  of	  their	  choices.	  When	  parents	  implement	  appropriate	  
rewards	  and	  consequences,	  children	  begin	  to	  develop	  healthy	  morals	  and	  character	  qualities.	  	  

Between	  the	  ages	  of	  twelve	  and	  eighteen,	  teens	  are	  in	  the	  final	  stage	  of	  solidifying	  their	  own	  identity	  as	  
distinct	  from	  their	  parent’s	  identity.	  As	  a	  result,	  parents	  should	  enter	  the	  stage	  of	  “de-‐parenting”,	  
meaning	  moving	  from	  a	  position	  of	  control	  to	  a	  position	  of	  influence	  with	  their	  teens.	  During	  this	  phase	  
of	  life,	  parents	  should	  provide	  teens	  with	  as	  many	  natural	  consequences	  as	  possible.	  These	  forms	  of	  
consequences	  may	  be	  repayment	  for	  items	  lost	  or	  broken,	  or	  the	  loss	  of	  privilege	  to	  hang	  out	  with	  
friends	  if	  their	  chores	  are	  not	  complete.	  	  

Many	  problems	  can	  occur	  for	  adults	  who	  did	  not	  experience	  appropriate	  boundaries	  with	  their	  parents.	  
These	  include	  the	  inability	  to	  say	  “No”	  to	  hurtful	  people	  or	  set	  limits	  on	  hurtful	  behavior	  from	  others.	  
These	  adults	  can	  also	  suffer	  from	  destructive	  impulses,	  due	  to	  having	  parents	  that	  constantly	  gave	  into	  
their	  desires	  and	  did	  not	  teach	  them	  to	  delay	  gratification.	  Maintaining	  closeness	  with	  others	  and	  
resolving	  conflict	  in	  a	  healthy	  way	  can	  also	  be	  difficult	  for	  those	  who	  didn’t	  experience	  appropriate	  
boundaries	  growing	  up.	  For	  example,	  parents	  should	  strive	  to	  let	  siblings	  try	  to	  resolve	  their	  own	  conflict	  
with	  one	  another,	  before	  they	  step	  in,	  so	  that	  children	  can	  hone	  this	  skill	  for	  future	  relationships.	  	  

Parents	  can	  begin	  setting	  boundaries	  with	  their	  teens	  in	  four	  basic	  steps.	  The	  first	  and	  most	  important	  
step	  for	  building	  a	  relationship	  with	  your	  teen	  is	  to	  let	  them	  know	  you	  are	  on	  their	  side.	  Parents	  in	  the	  
midst	  of	  conflict	  with	  their	  teenager	  usually	  omit	  this	  step	  and	  miss	  an	  important	  opportunity	  for	  
closeness	  and	  validation	  of	  their	  teen’s	  perspective.	  Parents	  who	  let	  their	  teen	  know	  that	  the	  
boundaries	  they	  are	  setting	  up	  are	  for	  their	  teen’s	  benefit,	  safety	  and	  protection	  can	  help	  calm	  and	  
support	  the	  needs	  of	  their	  child.	  	  

The	  second	  step	  is	  for	  parents	  to	  let	  teens	  know	  that	  they	  have	  established	  set	  rules	  and	  requirements.	  
This	  step	  identifies	  specific	  boundaries	  for	  teens	  as	  parents	  make	  their	  expectations	  clear.	  	  

The	  third	  step	  should	  empower	  the	  teen’s	  choice	  as	  parents	  let	  their	  children	  know	  that	  they	  can	  choose	  
to	  accept	  or	  reject	  the	  rules.	  This	  allows	  for	  teens	  to	  gain	  insight	  into	  the	  future	  impact	  of	  their	  choices.	  



Parents	  should	  recognize	  that	  due	  to	  the	  fact	  that	  their	  teen’s	  brain	  still	  in	  the	  midst	  of	  developing,	  this	  
isn’t	  a	  skill	  that	  comes	  naturally	  to	  them.	  	  

The	  fourth	  and	  final	  step	  to	  setting	  boundaries	  with	  teens	  is	  for	  the	  parents	  to	  offer	  an	  explanation	  of	  
the	  consequences	  that	  will	  occur	  if	  their	  teen	  should	  choose	  not	  to	  comply	  with	  their	  parent’s	  rules	  and	  
limits.	  Parents	  must	  follow	  through	  with	  the	  consequences	  they	  warned	  their	  teen	  about	  in	  order	  for	  
teens	  to	  truly	  understand	  and	  internalize	  their	  own	  boundaries.	  	  

We	  live	  in	  a	  society	  that	  promotes	  instant	  gratification	  and	  rarely	  supports	  parents	  setting	  and	  sticking	  
to	  limits	  and	  boundaries	  with	  their	  children.	  It	  is	  imperative	  that	  parents	  recognize	  the	  danger	  in	  
avoiding	  consequences	  for	  their	  teen’s	  choices.	  Healthy	  boundaries	  will	  give	  children	  and	  teens	  an	  
appropriate	  view	  of	  reality,	  along	  with	  aiding	  in	  the	  development	  of	  strong	  character	  qualities,	  
responsibility	  and	  independence	  in	  their	  adult	  lives.	  



Teen	  Internet	  Safety	  Tips	  
With	  a	  few	  Internet	  safety	  tips,	  your	  online	  experience	  can	  be	  amazing!	  
	  
By	  Debra	  Fulghum	  Bruce,	  PhD	  
WebMD Feature	  
Reviewed	  by	  John	  M	  Goldenring,	  MD,	  JD,	  MPH	  
WebMD  Archive	  

Spend much time surfing the web? If you do, you need to be wary of things that lurk on the dark side of 
the Internet. Not only are there viruses, hackers and spammers -- online predators and a bunch of 
evildoers are out there just waiting to pounce on teens in the digital world.	  

You have probably heard of someone’s computer being hacked, his or her identity being stolen online, or 
even having some embarrassing pictures posted online.	  

 “Nah, it can’t happen to me,” you think. Well, if you use the following Internet safety tips, you have a 
good chance of being right.	  

1. Keep Your Online Identity Secret	  

Don’t tell anyone your real name and address or what neighborhood you live in. Here’s the general rule: 
Don’t give out any information that a predator could possibly use to find you. The Federal Trade 
Commission says that even “small clues” like what school you attend or the name of your athletic team is 
enough for a predator to figure out your identity. You wouldn’t tell some 40-year-old man or woman you 
met at the mall your name and where you live, would you? So why would you tell CoolGuy985  or  
HotChick16 from the chat room?	  

2. Your Username and Password Belong to You … And Only You	  

Don’t give your username or password to anyone. It's just that simple. What if a friend logs on and 
pretends to be you, and then says something really awful and gets you in trouble? Sure, it might seem 
funny to the “former” friend, but it’s serious and it happens everyday. With your username and password, 
someone can post language that gets you expelled from school, in trouble with your parents, or even in 
trouble with the law. Keep your name and password private.	  

3. The Internet has a Great Memory … So Keep Its Memory of You Clean	  

Just because the Internet is so massive does not mean that embarrassing or risqué pictures, rude or 
mean comments, or illegal activities will disappear forever. Watch what you post about yourself or others 
-- or allow your friends to post about you -- because you may have to live with it for a long, long time.	  

4. Be Good Online … Just Like You Are Offline	  

Writing “hate” emails, hacking into other people’s computers, illegally downloading music or movies and 
making online threats are just as illegal on the Internet as they are in the real world. You cannot hide 
behind a screen name and get away with it. Watch what you write -- because someone else is watching 
what you write!	  

5. Be Extremely Careful about Meeting Someone in Person	  

The FBI gives an all-out blanket warning: “Never meet anyone in person that you meet online.” That said, 
many teens do make good friends online. You just have to be super-cautious and make  sure  other  
people  you  know  and  trust  also  know  this  “new”  online  person.	  



If you do decide to meet the new person, bring your parents with you. All of you meet together in a public 
area like a mall where there are tons of people around. Ask that the person’s parents come, too. If the 
situation feels creepy, it probably is creepy! Just like in the real world, trust your gut instincts -- and walk 
away.	  

6. Your Parents Are Ultimately Responsible for Minors Online	  

Even if your parents don’t know much about the Internet, tell them what types of web sites you go to. 
They will probably be interested and impressed with your Internet skills. They may also help you avoid 
potential problems if a web site or new "friend" looks sketchy.	  

Some Extra Words of Caution	  

Almost  Everything  on  the  Internet  Is  Traceable	  

Every search, web site visit, online posting and email is registered or recorded somewhere on the 
Internet. Once you send something out on the Internet, it's almost impossible to take it back. You have to 
be careful -- not  impulsive -- when you write email or go to chat rooms.	  

People  Live  in  "Fantasyland"  Online	  

Even though someone writes, “Hi, I’m a really cool 15-year-old guy from New York City,” in reality that 
guy may be a 60-year-old man or even your next-door neighbor. Use scrutiny and caution. 	  

Your  Information  Can  Be  Sold  to  Others	  

Every web site has this thing called a “privacy policy.” It will tell you how that web site uses all the 
personal information about you, like your name. In some cases, though, when you’re not looking, some 
web sites ignore their privacy policy and sell your email address to other companies. When you open 
your email one day, you might have 150 spam emails in your inbox as a result. If a web site is asking for 
too much information about you, take control and leave the site. (Again, would you give this information 
to some older stranger at the mall? Probably not.)	  

What  about  Nude  Photos  and  Sex  Sites?	  

You’ve probably come across some explicit sexual material on the Internet. That’s because pornography 
is big business on the web. If you come across a pornography site or get pornographic email, take 
control: Leave the site or delete the email. 	  

Remember, pornography is not real life. It's made up -- the men and women are acting. In real life, real 
people don't act that way with each other. There are much better ways to learn about real sex if you're 
curious -- like WebMD’s Teen Health Channel.           	  

Is  It  Safe  to  Post  Photos  of  Myself  on  the  Internet?	  

No way! In terms of bad ideas, this one tops the chart! John Shehan from the National Center for Missing 
and Exploited Children based in Alexandria, Virginia, says that posting or emailing sexual pictures of 
yourself can be embarrassing -- and dangerous. “Teens quickly learn the hard way that images are 
forever memorialized online, and they are almost impossible to delete,” Shehan says.	  

If someone asks you to send them sexual pictures, be  very  suspicious  --  and  don't  do  it. Alert your 
parents. Shehan says that teens who send out one sexual picture can sometimes be blackmailed to send 
more, when the sexual predator threatens to post the first picture online for millions to see -- or show it to 
your family or friends.	  



How  Do  I  Report  Creepy  or  Illegal  Things  Online?	  

While most Internet activity is legal, occasionally you might come across something that just seems 
wrong, creepy or even scares you. The first thing to do is tell your parents -- just like you’d do if a creep 
talked dirty to you at the movies. Your parents can support you and help you make the right decisions 
about what to do next. If you decide to report the suspicious activity or person, there are two web sites 
you can go to:	  

1. For computer hacking, online stealing, or similar suspicious or illegal activity, go to www.ic3.gov. 
Follow the instructions for how to report what you saw. 

2. For any suspicious activity involving sexual messages, someone sending you nude photos or 
asking you to send nude photos, someone trying to get you to do sexual things, or any other 
sexually related incident, go towww.cybertipline.com. 

Admittedly, the Internet is completely awesome. It lets you discover an incredible new world and meet 
some great new friends in the next town or across the globe. Just use it with caution, since the trail you 
leave behind may come back to haunt you -- and your family and friends -- one day.	  

Original article is at WebMD Teen Internet Safety Tips	  
	  
SOURCES: Federal Trade Commission: “Social Networking Sites: Safety Tips for Teens.”John Shehan, 
CyberTipline program manager, National Center for Missing & Exploited Children, Alexandria, VA. Azriel, 
J. Communication  Law  and  Policy, 2005; vol 10: pp 477-49. Mitchell, K et al. Youth  &  Society, 2003; vol 
34(3): pp 330-58.	  
Reviewed on April 01, 2007	  
© 2007 WebMD, Inc. All rights reserved.	  
	  



Play nice. You
 wouldn’t 

want your fr
iend to 

broadcast a b
ad photo 

of you, would
 you?

Don’t post any photos that mig
ht come 

back to haunt you or your frie
nds. You 

never know who will see them.

I took a photo of my friend 
that I want to share...now what?

Go ahead! Share & ENjoy!

1. IS IT A GOOD PHOTO? 

2. WOULD MY FRIEND AGREE? 

So my friend is okay with it, but how might it affect me?

3. COULD IT GET MY FRIEND INTO TROUBLE? 

5. AM I AWARE THAT ANYONE CAN SHARE IT?

6. WOULD I BE OKAY WITH MY 
 GRANDMA SEEING IT?

7. A YEAR FROM NOW, WILL I FEEL GOOD 
 ABOUT MAKING THIS PUBLIC ?

YES NO

YES NO

YES NO

YES NO

Congratulations! You clearly self-reflect 
before you self-reveal online, so...

Be proud of the photos that you share with 
others! Only show people the best of the best.

Well, it's true. Anything you post online can be saved, copied, and shared with a large invisible audience. 

Hold off if you’re having doubts. 
Your future self will thank you.

Then it’s not worth posting. Really.

If you think it will make your grandma blush, then there’s 
a good chance somebody else will find it inappropriate, too.

4. IS IT GOING TO CAUSE DRAMA? 
YES NO

YES NO

YES NO

For information and resources about digital citizenship, 
visit www.commonsense.org/educators.

© 2012 www.commonsense.org



Let’s talk online safety with kids

For young children. Your best approach is to sit with them and join in their 
digital activities, staying open to their questions and curiosity. As they grow, help 
them use new services and tools.

For tweens and teens. The most effective strategy is guidance, keeping 
communication open and positive. Ask them to show you the sites they visit, 
pages they create, games they play, what they talk about and with whom.

These can become the basis for agreeing on a clear set of rules for responsible use. 

 n Discuss the kinds of sites, apps, phone features, and games that they 
can use, based on their age and maturity and your family values. Discuss 
whether kids should be allowed to purchase items online.

 n Talk about what information to keep private, designated hours for use,  
and guidelines for respectful communication. 

 n If you plan to monitor kids with family safety tools, explain why and what 
they’ll do.

 n Review rules as children mature and technologies and devices evolve.

Below you’ll find practical pointers to help jump-start—or continue— 
those conversations.

Think before clicking
 n When kids get unexpected or odd messages, even from friends, tell them 

not to open photos, songs, or other attachments or click links in those 
messages. Instead, they should first check with the sender by some means 
other than hitting “Reply.”

 n Talk with kids about downloading only legal software, games, music, and 
other content.

Be smart about mobile phones
 n Help children lock their phones with PINs that they keep secret—even from 

best friends.

 n Help younger ones manage their contacts, possibly restricting contact to 
approved numbers only. Tweens and teens should share their numbers 
only with those they know in person, and not on their profile pages.

 n Teach kids to use GPS cautiously because it can be used to pinpoint where 
they are or tag the location of their photos. 

Get help from 
technology
Boost your computer’s security 
against Internet threats.  
Keep all software (including 
your web browser) current with 
automatic updating. Install 
antivirus and antispyware software 
from a trusted source. Microsoft 
can help you do this:  
microsoft.com/security/pypc.aspx.

Learn how to create strong 
passwords to protect all your 
computer and online accounts:  
aka.ms/passwords-create.

Family safety tools can help you 
block harmful content, manage 
the sites children visit and their 
time online, filter violent or explicit 
content, and monitor contacts. 
Microsoft offers tools like this:  
aka.ms/compare-tools.

Be the administrator of your home  
computers. Learn to create different 
user accounts (under step 2) so you 
can manage your kids’ settings:  
aka.ms/childsafety.

How and when do you talk to children about safely using tablets 
and computers, mobile phones, gaming consoles, and other devices? 
Well, it’s never too early—or too late—so let’s get started!

www.microsoft.com/security/pypc.aspx
www.aka.ms/passwords-create
www.aka.ms/compare-tools
www.aka.ms/childsafety


Play it safe
Explore with kids the games they want to play. Check the ratings, and stick to  
well-known games and those from reputable sites. Together create family 
guidelines for game play:

 n Should children play only against the game? Only with friends? Or with anyone?

 n How many hours a day or week is appropriate?

 n Are they ready to use text, voice, or webcam chat features? If so, with whom?

Think before you app
 n Help kids choose apps that are appropriate for their age and maturity.

 n Get apps that are well reviewed, and from reputable stores.

 n Review the privacy policy together to find out what the app will do with 
location and other sensitive data.

Share with care
 n Teach kids not to share personal information online—age, phone numbers, 

full names, photos, home and email addresses, even feelings—with anyone 
but close friends.

 n Be clear that children should never say, text, or post anything that would 
hurt or embarrass someone. NO bullying. Period. 

 n Emphasize that kids should not make, send, or accept sexually provocative 
texts, photos, or videos.

Support safer social circles
 n Show kids how to make social network pages private.

 n Ask kids to think twice about who they accept as friends. Consider adding 
only those whom they or close friends have met in person or with whom 
they have friends in common.

 n Encourage children to promote a positive image online, and be respectful 
with comments.

Teach kids what to do if  
 there are problems

 n Encourage children to trust their instincts. Ask them to:
• Tell you if something or someone online makes them feel uncomfortable 

or threatened. Be clear that you won’t punish them or curtail computer, 
game, or phone privileges because of someone else’s actions.

• Report objectionable behavior or content to the service or app.

 n Of course, if the child is in immediate danger—someone threatens, harasses, 
or tries to lure the child into meeting in person—call the local police.

This material is provided for informational purposes only. Microsoft makes no warranties, express or implied.
0813 PN 098-117660

More helpful 
info
Protecting young children online:  
aka.ms/Kids_safety_online

Protecting tweens and teens online:  
aka.ms/tween-teen-safety

Play it safe when gaming online:  
aka.ms/gaming_safety 

Teach children mobile phone safety:  
aka.ms/kids_mobile_safety 

Connect with us online!

          @Safer_Online

          SaferOnline

          MSFTOnlineSafety 

www.aka.ms/Kids_safety_online
www.aka.ms/tween-teen-safety
www.aka.ms/gaming_safety
http://aka.ms/kids_mobile_safety
https://twitter.com/Safer_Online
https://www.facebook.com/saferonline
http://www.youtube.com/user/MSFTOnlineSafety
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stay safe.

o   I will not give out any private information, such as my full name, date of birth, address, or phone number, 
without my family’s permission.

o   I will keep my passwords private and only share them with my family.

o   I will tell a trusted adult if anyone online makes me feel uncomfortable, sad, or unsafe. I will recognize that 
my safety is more important to my family than anything else.

o   

think first.

o   I will communicate kindly when I use the Internet or my cell phone. I will not tease, embarrass, or bully others.

o   I know that the Internet is public, and I will respect myself and others when I’m using it. 

o   I will not pretend that I created something that’s not actually my own work.

o   

stay balanced.

o   I know that not everything I read, hear, or see online is true.

o   I will respect my family’s decisions for what I’m allowed to watch, play with, or listen to, and when.

o   I will continue to enjoy the other activities – and people – in my life.

o   

I will . . .

In exchange, my family agrees to . . .
o   recognize that media is a big part of my life, even if they don’t always understand why.

o   talk with me about what worries them and why, before saying “no.”

o   talk to me about my interests and help me find stuff that’s appropriate and fun.

Family Media Agreement: K-5

signed by me signed by my parent or caregiver

x x

http://www.commonsense.org
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stay safe.

o   I will not create accounts or give out any private information – such as my full name, date of birth, address, phone 
number, or photos – without my family’s permission.

o   I will not share my passwords with anyone other than my family. I will ask my family to help me with privacy settings if I 
want to set up devices, accounts, or profiles.

o   If anyone makes me feel pressured or uncomfortable, or acts inappropriately toward me online, I’ll stop talking to that 
person and will tell a friend or family member I trust about it.

o   

think first.

o   I will not bully, humiliate, or upset anyone online or with my phone – whether through sharing photos, videos, or 
screenshots, spreading rumors or gossip, or setting up fake profiles – and I will stand up to those who do.

o   I know that whatever I share online or with my cell phone can spread fast and far. I will not post anything online that 
could harm my reputation. 

o   Whenever I use, reference, or share someone else’s creative work online, I will give proper credit to the author or artist.

o   

stay balanced.

o   I know that not everything I read, hear, or see online is true. I will consider whether a source or author is credible.

o   I will help my family set media time limits that make sense, and then I will follow them.

o   I will be mindful of how much time I spend in front of screens, and I will continue to enjoy the other activities – and 
people – in my life.

o   

I will . . .

In exchange, my family agrees to . . .
o   recognize that media is a big part of my life, even if they don’t always understand why.

o   talk with me about what worries them and why, before saying “no.”

o   talk to me about my interests and embrace my world, including helping me find media that’s appropriate and fun.

Family Media Agreement: 6-8

signed by me signed by my parent or caregiver

x x

http://www.commonsense.org
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stay safe.
o   I know that there are scams online that I can avoid. Therefore, unless I am filling out a trusted form with my family’s 

permission, I will not give out my private or financial information.
o   I will read the privacy policies of any social network sites or apps that I want to use, and I will pay attention to the types 

of information these companies can collect about me.
o   I know that I have a choice in the kinds of relationships I have online. I will stop talking to anyone who makes me feel 

pressured or uncomfortable, or acts inappropriately toward me.

o   

think first.
o   I will model kind behavior online. I will not bully, humiliate, or upset anyone online or with my phone – whether through 

sharing photos, videos, or screenshots, spreading rumors or gossip, or setting up fake profiles – and I will stand up to 
those who do.

o   I know that the photos and videos I post, and everything that I write about myself and others online, can be saved and 
shared without my knowing. Therefore, I will not post anything online that I wouldn’t want my family, teachers, college 
admissions officers, or future employers to see.

o   When I use, reference, or share someone else’s creative work online, I will give proper credit to the author or artist. 
I also know that I have a right to receive credit for any original work that I share online.

o   

stay balanced.
o   I know that not everything I read, hear, or see online is true. I will consider whether a source is credible. As an author, 

I will also contribute information thoughtfully and honestly.
o   I will be open with my family about how I spend my time with media and show them that I use it responsibly.
o   I will be mindful of how much time I spend in front of screens, and I will continue to enjoy the other activities – and 

people – in my life.

o   

I will . . .

In exchange, my family agrees to . . .
o   recognize that media is a big part of my life, even if they don’t always understand why.
o   talk with me about what worries them and why, before saying “no.”
o   talk to me about my interests and embrace my world, including helping me find media that’s appropriate and fun.
o   let me make some mistakes and help me learn from them.
o   respect my privacy and talk to me if they have concerns.

Family Media Agreement: 9-12

signed by me signed by my parent or caregiver

x x

http://www.commonsense.org


	  

Definition  of  Bullying	  

For	  parents,	  children	  and	  educators	  it’s	  important	  to	  be	  on	  the	  same	  page	  about	  the	  definition	  of	  
bullying	  in	  order	  to	  avoid	  overuse	  and	  misrepresentations	  of	  the	  behavior.	  Bullying	  is	  very	  serious	  and	  
should	  not	  be	  confused	  with	  conflict.	  Cyberbullying	  is	  a	  form	  bullying	  and	  the	  same	  definition	  applies.	  

The	  simple	  definition	  of	  bullying	  as	  defined	  by	  the	  US	  Government	  states:	  Bullying  is  unwanted,  
aggressive  behavior  among  school  aged  children  that  involves  a  real  or  perceived  power  imbalance.  The  
behavior  is  repeated,  or  has  the  potential  to  be  repeated.	  http://www.stopbullying.gov/what-‐is-‐
bullying/index.html	  	  

Here	  are	  the	  latest	  definitions	  /	  explanations	  of	  cyber-‐bullying	  and	  bullying	  as	  provided	  by	  the	  North	  
Carolina	  General	  Statutes.	  	  	  	  

§	  14-‐458.1.	  	  Cyberbullying;	  penalty.	  

(a)	  	  	  	  	  	  	  	  Except	  as	  otherwise	  made	  unlawful	  by	  this	  Article,	  it	  shall	  be	  unlawful	  for	  any	  person	  to	  use	  a	  
computer	  or	  computer	  network	  to	  do	  any	  of	  the	  following:	  

(1)	  	  	  	  	  	  	  	  With	  the	  intent	  to	  intimidate	  or	  torment	  a	  minor:	  

a.	  	  	  	  	  	  	  	  	  Build	  a	  fake	  profile	  or	  Web	  site;	  
b.	  	  	  	  	  	  	  	  	  Pose	  as	  a	  minor	  in:	  

1.	  	  	  	  	  	  	  	  	  An	  Internet	  chat	  room;	  
2.	  	  	  	  	  	  	  	  	  An	  electronic	  mail	  message;	  or	  
3.	  	  	  	  	  	  	  	  	  An	  instant	  message;	  

c.	  	  	  	  	  	  	  	  	  Follow	  a	  minor	  online	  or	  into	  an	  Internet	  chat	  room;	  or	  
d.	  	  	  	  	  	  	  	  	  Post	  or	  encourage	  others	  to	  post	  on	  the	  Internet	  private,	  personal,	  or	  sexual	  information	  	  	  	  	  	  	  	  
pertaining	  to	  a	  minor.	  
(2)	  	  	  	  	  	  	  	  With	  the	  intent	  to	  intimidate	  or	  torment	  a	  minor	  or	  the	  minor's	  parent	  or	  guardian:	  
a.	  	  	  	  	  	  	  	  	  Post	  a	  real	  or	  doctored	  image	  of	  a	  minor	  on	  the	  Internet;	  
b.	  	  	  	  	  	  	  	  	  Access,	  alter,	  or	  erase	  any	  computer	  network,	  computer	  data,	  computer	  program,	  or	  computer	  
software,	  including	  breaking	  into	  a	  password	  protected	  account	  or	  stealing	  or	  otherwise	  accessing	  
passwords;	  or	  
c.	  	  	  	  	  	  	  	  	  Use	  a	  computer	  system	  for	  repeated,	  continuing,	  or	  sustained	  electronic	  communications,	  
including	  electronic	  mail	  or	  other	  transmissions,	  to	  a	  minor.	  
(3)	  	  	  	  	  	  	  	  Make	  any	  statement,	  whether	  true	  or	  false,	  intending	  to	  immediately	  provoke,	  and	  that	  is	  likely	  
to	  provoke,	  any	  third	  party	  to	  stalk	  or	  harass	  a	  minor.	  



(4)	  	  	  	  	  	  	  	  Copy	  and	  disseminate,	  or	  cause	  to	  be	  made,	  an	  unauthorized	  copy	  of	  any	  data	  pertaining	  to	  a	  
minor	  for	  the	  purpose	  of	  intimidating	  or	  tormenting	  that	  minor	  (in	  any	  form,	  including,	  but	  not	  limited	  
to,	  any	  printed	  or	  electronic	  form	  of	  computer	  data,	  computer	  programs,	  or	  computer	  software	  residing	  
in,	  communicated	  by,	  or	  produced	  by	  a	  computer	  or	  computer	  network).	  
(5)	  	  	  	  	  	  	  	  Sign	  up	  a	  minor	  for	  a	  pornographic	  Internet	  site	  with	  the	  intent	  to	  intimidate	  or	  torment	  the	  
minor.	  
(6)	  	  	  	  	  	  	  	  Without	  authorization	  of	  the	  minor	  or	  the	  minor's	  parent	  or	  guardian,	  sign	  up	  a	  minor	  for	  
electronic	  mailing	  lists	  or	  to	  receive	  junk	  electronic	  messages	  and	  instant	  messages,	  with	  the	  intent	  to	  
intimidate	  or	  torment	  the	  minor.	  
(b)	  	  	  	  	  	  	  	  Any	  person	  who	  violates	  this	  section	  shall	  be	  guilty	  of	  cyber-‐bullying,	  which	  offense	  shall	  be	  
punishable	  as	  a	  Class	  1	  misdemeanor	  if	  the	  defendant	  is	  18	  years	  of	  age	  or	  older	  at	  the	  time	  the	  offense	  
is	  committed.	  If	  the	  defendant	  is	  under	  the	  age	  of	  18	  at	  the	  time	  the	  offense	  is	  committed,	  the	  offense	  
shall	  be	  punishable	  as	  a	  Class	  2	  misdemeanor.	  
(c)	  	  	  	  	  	  	  	  Whenever	  any	  person	  pleads	  guilty	  to	  or	  is	  guilty	  of	  an	  offense	  under	  this	  section,	  and	  the	  
offense	  was	  committed	  before	  the	  person	  attained	  the	  age	  of	  18	  years,	  the	  court	  may,	  without	  entering	  
a	  judgment	  of	  guilt	  and	  with	  the	  consent	  of	  the	  defendant,	  defer	  further	  proceedings	  and	  place	  the	  
defendant	  on	  probation	  upon	  such	  reasonable	  terms	  and	  conditions	  as	  the	  court	  may	  require.	  Upon	  
fulfillment	  of	  the	  terms	  and	  conditions	  of	  the	  probation	  provided	  for	  in	  this	  subsection,	  the	  court	  shall	  
discharge	  the	  defendant	  and	  dismiss	  the	  proceedings	  against	  the	  defendant.	  Discharge	  and	  dismissal	  
under	  this	  subsection	  shall	  be	  without	  court	  adjudication	  of	  guilt	  and	  shall	  not	  be	  deemed	  a	  conviction	  
for	  purposes	  of	  this	  section	  or	  for	  purposes	  of	  disqualifications	  or	  disabilities	  imposed	  by	  law	  upon	  
conviction	  of	  a	  crime.	  Upon	  discharge	  and	  dismissal	  pursuant	  to	  this	  subsection,	  the	  person	  may	  apply	  
for	  an	  order	  to	  expunge	  the	  complete	  record	  of	  the	  proceedings	  resulting	  in	  the	  dismissal	  and	  discharge,	  
pursuant	  to	  the	  procedures	  and	  requirements	  set	  forth	  in	  G.S.	  15A-‐146.	  	  (2009-‐551,	  s.	  1;	  2012-‐149,	  s.	  3.)	  

	  School  Violence  Prevention.	  

§  115C-‐407.15.    Bullying  and  harassing  behavior.	  

(a)	  	  	  	  	  	  	  	   As	   used	   in	   this	   Article,	   "bullying	   or	   harassing	   behavior"	   is	   any	   pattern	   of	   gestures	   or	   written,	  
electronic,	  or	  verbal	  communications,	  or	  any	  physical	  act	  or	  any	  threatening	  communication,	  that	  takes	  
place	  on	  school	  property,	  at	  any	  school-‐sponsored	  function,	  or	  on	  a	  school	  bus,	  and	  that:	  

(1)	  	  	  	  	  	  	  	  Places	  a	  student	  or	  school	  employee	  in	  actual	  and	  reasonable	  fear	  of	  harm	  to	  his	  or	  her	  person	  or	  
damage	  to	  his	  or	  her	  property;	  or	  
(2)	  	  	  	  	  	  	  	  Creates	  or	  is	  certain	  to	  create	  a	  hostile	  environment	  by	  substantially	  interfering	  with	  or	  impairing	  
a	  student's	  educational	  performance,	  opportunities,	  or	  benefits.	  For	  purposes	  of	  this	  section,	  "hostile	  
environment"	  means	  that	  the	  victim	  subjectively	  views	  the	  conduct	  as	  bullying	  or	  harassing	  behavior	  
and	  the	  conduct	  is	  objectively	  severe	  or	  pervasive	  enough	  that	  a	  reasonable	  person	  would	  agree	  that	  it	  
is	  bullying	  or	  harassing	  behavior.	  

Bullying	   or	   harassing	   behavior	   includes,	   but	   is	   not	   limited	   to,	   acts	   reasonably	   perceived	   as	   being	  
motivated	  by	  any	  actual	  or	  perceived	  differentiating	  characteristic,	  such	  as	  race,	  color,	  religion,	  ancestry,	  
national	   origin,	   gender,	   socioeconomic	   status,	   academic	   status,	   gender	   identity,	   physical	   appearance,	  
sexual	   orientation,	   or	  mental,	   physical,	   developmental,	   or	   sensory	   disability,	   or	   by	   association	  with	   a	  
person	  who	  has	  or	  is	  perceived	  to	  have	  one	  or	  more	  of	  these	  characteristics.	  



(b)	  	  	  	  	  	  	  	  No	  student	  or	  school	  employee	  shall	  be	  subjected	  to	  bullying	  or	  harassing	  behavior	  by	  school	  
employees	  or	  students.	  
(c)	  	  	  	  	  	  	  	  No	  person	  shall	  engage	  in	  any	  act	  of	  reprisal	  or	  retaliation	  against	  a	  victim,	  witness,	  or	  a	  person	  
with	  reliable	  information	  about	  an	  act	  of	  bullying	  or	  harassing	  behavior.	  
(d)	  	  	  	  	  	  	  A	  school	  employee	  who	  has	  witnessed	  or	  has	  reliable	  information	  that	  a	  student	  or	  school	  
employee	  has	  been	  subject	  to	  any	  act	  of	  bullying	  or	  harassing	  behavior	  shall	  report	  the	  incident	  to	  the	  
appropriate	  school	  official.	  
(e)	  	  	  	  	  	  	  	  A	  student	  or	  volunteer	  who	  has	  witnessed	  or	  has	  reliable	  information	  that	  a	  student	  or	  school	  
employee	  has	  been	  subject	  to	  any	  act	  of	  bullying	  or	  harassing	  behavior	  should	  report	  the	  incident	  to	  the	  
appropriate	  school	  official.	  	  (2009-‐212,	  s.	  1;	  2009-‐570,	  s.	  39.)	  	  
	  
A  simple  acronym  to  determine  if  behavior  can  be  classified  as  bullying:	  
	  
P  =  Power  imbalance	  
A=  Aggressive  behavior	  
I=  Intentional  behavior	  
R=  Repetitive  behavior	  
	  
The	  Foundation	  for	  Respect	  Ability	  has	  found	  that	  if	  everyone	  is	  using	  the	  same	  definition	  the	  incidents	  
of	  bullying	  drop	  considerably.	  It’s	  important	  to	  remember	  that	  if	  a	  child	  is	  written	  up	  as	  a	  “bully”	  in	  an	  
incident	  that	  report	  can	  stay	  on	  his	  or	  her	  record	  through	  college.	  	  
	  
Too	  many	  behaviors	  or	  conflicts	  these	  days	  are	  called	  “bullying”,	  and	  a	  confirmed	  bullying	  incident	  can	  
get	  overlooked	  if	  it	  meshes	  with	  all	  the	  other	  non-‐bullying	  incidents.	  	  	  
	  
	  
The  difference  between  bullying  and  conflict:	  

	  



Myths About Bullying

Bullying is unwanted, aggressive behavior 
among school aged children that involves 
a real or perceived power imbalance. The 
behavior is repeated, or has the potential 
to be repeated, over time. Both kids who 
are bullied and who bully others may have 
serious, lasting problems. 

In order to be considered bullying, the 
behavior must be aggressive and include:

•	An Imbalance of Power: Kids who 
bully use their power—such as physical 
strength, access to embarrassing 
information, or popularity—to control 
or harm others. Power imbalances 
can change over time and in different 
situations, even if they involve the same 
people.

•	Repetition: Bullying behaviors happen 
more than once or have the potential to 
happen more than once.

1. Bullying is the  
Same Thing as Conflict. 
Wrong. Bullying is aggressive behavior 
that involves an imbalance of power or 
strength. Often, bullying is repeated over 
time. 

Conflict involves antagonism among two 
or more people. Whereas any two people 
can have a conflict (or a disagreement or 

a fight), bullying only occurs where there is 
a power imbalance—where one child has 
a hard time defending himself or herself. 
Why is the difference between bullying 
and conflict important? Conflict resolution 
or mediation strategies are sometimes 
misused to solve bullying problems. These 
strategies can send the message that both 
children are “partly right and partly wrong,” 
or that, “We need to work out the conflict 
between you.” These messages are not 
appropriate messages in cases of bullying 
(or in any situation where someone is being 
victimized). The appropriate message to 
the child who is bullied should be, “Bullying 
is wrong and no one deserves to be bullied. 
We are going to do everything we can to 
stop it.”

What does work? Research suggests that 
the best way to deal with bullying is through 
comprehensive programs that focus on 
changing the climate of a school and 
the social norms of the group. For more 
information, visit www.stopbullying.gov.

2. Most Bullying is  
Physical (Involves Hitting, 
Shoving, Kicking).
Physical bullying may be what first comes 
to mind when adults think about bullying. 
However, the most common form of 
bullying—both for boys and girls—is 
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verbal bullying (e.g., name-calling). It is 
also common for youth to bully each other 
through social bullying (e.g., leaving a child 
out on purpose, rumor-spreading).

3.	Bullying	isn’t	Serious.	 
It’s	Just	a	Matter	of	 
“Kids Being Kids.” 
Bullying can be extremely serious. Kids 
who are bullied can experience negative 
physical, school, and mental health issues. 
Kids who are bullied are more likely to 
experience:

•	Depression	and	anxiety,	increased	
feelings of sadness and loneliness, 
changes in sleep and eating patterns, 
and loss of interest in activities they used 
to enjoy. These issues may persist into 
adulthood.

•	Health	complaints

•	Decreased	academic	achievement—GPA	
and standardized test scores—and school 
participation. They are more likely to miss, 
skip, or drop out of school.

Research suggests that adults who were 
bullied as children are more likely than 
their non-bullied peers to be depressed and 
have low self-esteem as adults.

Children who bully are more likely than 
other children to be engaged in other 
antisocial, violent, or troubling behaviors. 
Bullying can negatively affect children who 
observe bullying going on around them–
even	if	they	aren’t	targeted	themselves.	

4.	Bullying	Doesn’t	Happen	 
at	My	Child’s	School.
Bullying is more common at some schools 
than others, however it can happen 
anywhere children and youth gather. There 
are two sources of federally collected data 
on youth bullying:

•	The	2009	Youth	Risk	Behavior	
Surveillance	System	(Centers	for	Disease	
Control and Prevention) indicates that, 
nationwide,	20%	of	students	in	grades	
9–12	experienced	bullying.

•	The	2008–2009	School	Crime	Supplement	
(National Center for Education Statistics 
and	Bureau	of	Justice	Statistics)	indicates	
that,	nationwide,	28%	of	students	in	
grades 6–12 experienced bullying.

5. Bullying is Mostly a 
Problem in Urban Schools.
Bullying occurs in rural, suburban, and 
urban communities, and among children of 
every income level, race, and geographic 
region. 

6. Bullying is More Likely  
to Happen on the Bus  
than at School.
Although bullying does happen on the bus, 
most surveys indicate that bullying is more 
likely to occur on school grounds. Common 
locations for bullying include playgrounds, 
the classroom, the cafeteria, bathrooms, 
and hallways. A student survey can help 
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determine where the hotspots are in any 
particular school.

7.	Children	and	Youth	 
Who Are Bullied Will Almost 
Always Tell an Adult.
Adults are often unaware of bullying—in 
part	because	many	children	and	youth	don’t	
report	it.	On	the	2008-2009	School	Crime	
Supplement, only 1/3 of students who had 
been bullied reported in to adults. Boys 
and older children are less likely than girls 
and younger children to tell adults about 
bullying. Why are children reluctant to 
report bullying? They may fear retaliation by 
children doing the bullying. They also may 
fear	that	adults	won’t	take	their	concerns	
seriously or will deal inappropriately with 
the bullying situation. 

8.	Children	and	Youth	 
Who Bully are Mostly Loners 
with Few Social Skills.
There are two types of kids who are more 
likely to bully others:

•	Some	are	well-connected	to	their	peers,	
have social power, are overly concerned 
about their popularity, and like to 
dominate or be in charge of others.

•	Others	are	more	isolated	from	their	peers	
and may be depressed or anxious, have 
low self esteem, be less involved in 
school, be easily pressured by peers, or 
not identify with the emotions or feelings 
of others.

9.	Bullied	Kids	Need	to	Learn	
How	to	Deal	with	Bullying	on	
Their Own.
Some children have the confidence and 
skills to stop bullying when it happens, but 
many	do	not.	Moreover,	children	shouldn’t	
be expected to deal with bullying on their 
own. Bullying is a form of victimization 
or	peer	abuse.	Just	as	society	does	not	
expect victims of other types of abuse (e.g., 
child maltreatment or domestic abuse) 
to “deal with it on their own,” we should 
not expect this from victims of bullying. 
Adults have critical roles to play in helping 
to stop bullying, as do other children who 
witness or observe bullying. To learn more 
about what you can do to help, visit www.
stopbullyingnow.gov.

10.	Most	Children	and	Youth	
Who	Observe	Bullying	Don’t	
Want	to	Get	Involved.
The good news is that most children and 
youth think that bullying is “not cool” and 
feel that they should do something if they 
see it happen. In a recent study of tweens, 
(Brown,	Birch,	&	Kancherla,	2005),	56%	
said that they usually either say or do 
something to try to stop bullying that they 
observe or tell someone who could help. 
These children and youth play a critical 
role in helping stop bullying in schools and 
communities.
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What to Do if Your Child is Being Bullied

What is bullying?
Bullying among children is aggressive behavior that

is intentional and that involves an imbalance of

power or strength. A child who is being bullied has

a hard time defending himself or herself. Usually,

bullying is repeated over time. Bullying can take

many forms, such as hitting or punching (physical

bullying); teasing or name-calling (verbal bullying);

intimidation using gestures or social exclusion

(nonverbal bullying or emotional bullying); and

sending insulting messages by phone or computer

e-mail (cyberbullying). 

Effects of bullying
Bullying can have serious consequences. Children

and youth who are bullied are more likely than

other children to 

• Be depressed, lonely, anxious;

• Have low self-esteem;

• Be absent from school;

• Feel sick; and

• Think about suicide.

Reporting bullying to parents
Children frequently do not tell their parents that

they are being bullied because they are

embarrassed, ashamed, frightened of the children

who are bullying them, or afraid of being seen as a

“tattler.” If your child tells you about being bullied, it

has taken a lot of courage to do so. Your child

needs your help to stop the bullying.

What to do if your child is being bullied
1. First, focus on your child. Be supportive and gather

information about the bullying.

• Never tell your child to ignore the bullying. What

the child may “hear” is that you are going to

ignore it. If the child were able to simply ignore 

it, he or she likely would not have told you about

it. Often, trying to ignore bullying allows it to

become more serious.

• Don’t blame the child who is being bullied. Don’t

assume that your child did something to provoke

the bullying. Don’t say, “What did you do to

aggravate the other child?”

• Listen carefully to what your child tells you about

the bullying. Ask him or her to describe who was

involved and how and where each bullying 

episode happened. 

• Learn as much as you can about the bullying

tactics used, and when and where the bullying

happened. Can your child name other children or

adults who may have witnessed the bullying? 

• Empathize with your child. Tell him/her that bullying

is wrong, not their fault, and that you are glad he or

she had the courage to tell you about it. Ask your

child what he or she thinks can be done to help.

Assure him or her that you will think about what

needs to be done and you will let him or her know

what you are going to do. 

• If you disagree with how your child handled the

bullying situation, don’t criticize him or her. 

• Do not encourage physical retaliation (“Just hit

them back”) as a solution. Hitting another

student is not likely to end the problem, and it

could get your child suspended or expelled or

escalate the situation.



These and other materials are available online at: www.stopbullyingnow.hrsa.gov

• Check your emotions. A parent’s protective

instincts stir strong emotions. Although it is

difficult, a parent is wise to step back and

consider the next steps carefully. 

2. Contact your child’s teacher or principal.

• Parents are often reluctant to report bullying to

school officials, but bullying may not stop

without the help of adults.

• Keep your emotions in check. Give factual

information about your child’s experience of

being bullied including who, what, when, where,

and how.

• Emphasize that you want to work with the staff at

school to find a solution to stop the bullying, for

the sake of your child as well as other students.

• Do not contact the parents of the student(s) who

bullied your child. This is usually a parent’s first

response, but sometimes it makes matters worse.

School officials should contact the parents of the

child or children who did the bullying.

• Expect the bullying to stop. Talk regularly with

your child and with school staff to see whether

the bullying has stopped. If the bullying persists,

contact school authorities again. 

3. Help your child become more resilient to bullying. 

• Help to develop talents or positive attributes of

your child. Suggest and facilitate music, athletics,

and art activities. Doing so may help your child

be more confident among his or her peers. 

• Encourage your child to make contact with friendly

students in his or her class. Your child’s teacher may

be able to suggest students with whom your child

can make friends, spend time, or collaborate on

work.

• Help your child meet new friends outside of the

school environment. A new environment can

provide a “fresh start” for a child who has been

bullied repeatedly.

• Teach your child safety strategies. Teach him or

her how to seek help from an adult when feeling

threatened by a bully. Talk about whom he or she

should go to for help and role-play what he or

she should say. Assure your child that reporting

bullying is not the same as tattling. 

• Ask yourself if your child is being bullied because

of a learning difficulty or a lack of social skills? If

your child is hyperactive, impulsive, or overly

talkative, the child who bullies may be reacting

out of annoyance. This doesn’t make the bullying

right, but it may help to explain why your child is

being bullied. If your child easily irritates people,

seek help from a counselor so that your child can

better learn the informal social rules of his or her

peer group. 

• Home is where the heart is. Make sure your child

has a safe and loving home environment where he

or she can take shelter, physically and emotionally.

Always maintain open lines of communication with

your child. 
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Help Kids Stand Up 
to Online Bullying

 What is online bullying?

 Pay attention

 Encourage empathy

 What to do if a child is involved in online bullying

 Promote kindness in your community

What is online bullying?
Online bullying (also known as cyberbullying) extends 
bullying to the Internet and text messaging with repeated 
behavior that is intended to tease, demean, or harass 
someone less powerful. Being online opens the door 
to 24-hour hurt, perhaps made anonymously and 
potentially broadcast to a wide audience.

Kids who bully may:                    
 Send hurtful or threatening messages to a 
target’s phone or in an online game, or distribute 
a humiliating video on social media like Facebook, 
Tumblr, or YouTube. 

 Disclose secrets—for example, by forwarding a 
confidential instant or text message.

 Deliberately exclude someone from a group in a  
game or virtual world, or on social media.

 Impersonate the target. Break into someone’s phone 
or social media account, and then send or post hateful 
comments or cause trouble with friends.

 Pretend to befriend someone, gain his or her trust, 
and then betray that trust.

There are many reasons why young people mistreat 
others online—out of boredom, to get approval or be 
funny, to retaliate for having been bullied themselves, or 
because they are in distress. It isn’t always intentional—
what starts as an argument may escalate. Often, kids 
may not even recognize their behavior as bullying, rather 
referring to it as drama.*

*See “The Drama! Teen Conflict, Gossip, and Bullying in Networked Publics” 
(aka.ms/teen_drama)

Promote kindness in your 
community
Research shows that promoting empathy and kindness 
can be a powerful way to help stop the cycle of bullying.

Advocate for empathy training at school. One of the 
most effective ways to prevent online bullying is social 
and emotional learning—the process through which we 
learn to build strong relationships and develop healthy 
boundaries and self-perceptions. (For a list of well-tested 
programs, see aka.ms/EffectivePrograms.) 

Start a kindness campaign at home, school, or in your 
neighborhood. This could be as simple as each family 
member agreeing to do one kind thing a day, or broad in 
scope, like developing a program to challenge a culture  
of criticism at school.

Teach thoughtfulness. This lesson can help students 
(grades 6 to 9) understand how small, thoughtful actions 
can make a huge difference in others’ lives: ikeepcurrent.
org/lesson/philanthropy-be-good-for-goodness-sake.

More helpful info
These websites offer practical ideas for addressing  
online bullying:

 stopbullying.gov 

 schoolclimate.org/bullybust/resources/
key_resources



Encourage empathy
Asking kids to put themselves in others’ shoes (those of 
bullies, too) is a powerful way to help combat online 
bullying. With you standing by for support, here are steps 
they can take to stand up for someone being bullied online:                  

 Be kind. Spend time together and listen. Reassure the 
friend with supportive phone calls and texts. 

 Set a good example. Don’t forward mean messages, or 
use insults to defend a friend. 

 Block bullying. Advise the friend not to reply to or even 
read text messages and online attacks. Help the friend 
block bullies or change his or her password. Check with 
the service—social network sites, IM, mobile phone—to 
find out how.

 Ask those who are bullying to stop—politely, though, 
and only if it feels safe to do so. 

 Tell others. Help the friend report what’s happening to 
a trusted adult like a parent, teacher, or coach, or to a 
counselor or other trained professional.

What to do if a child is  
involved in online bullying
Get the full story. Listen carefully and take it seriously. It 
may not be simple—the child or teen may be the target of 
bullying, or may be bullying someone as well. Recognize, 
too, that kids may be reluctant to talk about it. 

Together, make a plan. Ask what you can do to help, 
and make the kid’s answers the basis of the plan.

For a kid being bullied online: 

 Don’t blame the target of bullying (even if he or 
 she started it). No one deserves to be bullied. 

 Advise kids not to respond or retaliate. (Do save 
 the material in case authorities need it.)

 Report bullying to the website or company where the 
 abuse occurred. For example, contact Microsoft at 
 www.microsoft.com/reportabuse.   

 If you feel that your child is physically at risk, call the 
police immediately.

For a kid bullying someone online: 

 Try to understand the source of the bullying 
 behavior. (But, don’t let reasons become excuses.) 

 Be supportive. It’s the behavior, not the kid that is 
 at the heart of the conflict. 

 Discuss how the child or teen can make amends, like 
 an apology to or good deed for the person bullied.

Get help. Find counselors or other experts, trained to deal 
with kids who have been bullied or have bullied others.

Pay attention
Listen to kids 
Ask them to talk about their lives. Sit with younger children 
while they play and explore online. Regularly ask tweens and 
teens to show you around—what websites they visit, where 
they hang out, who with, and how they talk to each other. 

Lead by example 
Kids learn from what adults do. They notice how you react 
to stress and see if you treat others with kindness and 
respect—your family, friends, neighbors, even strangers. 

Watch for signs of online cruelty
Look for kids getting upset when online or texting, or for 
a reluctance to go to school. Watch, too, for kids being 
mean to others online. Make clear that they should never 
bully anyone.

Ask your children to report bullying to you 
Promise unconditional support, and reassure them that 
you won’t curtail phone, computer, or gaming privileges 
because of someone else’s behavior.



	  

	  

	  

  

  

Lake  Norman  Area  Mental  Health  Resources	  

Davidson LifeLine provides the following list of healthcare professionals and practitioners who may be 
available to provide psychological or psychiatric services. Currently, Davidson LifeLine publishes the 
information provided by each professional or practitioner who elects to be included on this list.  No 
recommendation, representation or warranty of any kind is given by the Town, expressly or by implication, 
regarding any person or company on this list.  You should use appropriate care whenever you select a 
healthcare provider, whether from the list below or from any other directory, such as the Yellow Pages.  Thank 
you for being a part of Davidson’s commitment to a healthy community-physical, mental, and emotional	  

Imminent  Crisis:  Dial  911	  
	  
24  hour/7  day/week  hotlines	  
National  Suicide  Hotline:        1-‐800-‐273-‐TALK  (1-‐800-‐273-‐8255)    	  

Website:  Suicide  Prevention  Lifeline  
	  

Local  24  Hour  Hotline:         CHS  (Carolinas  Healthcare  Services)    Behavioral  Health  Call  Center:   	  
(704)  444-‐2400  or  1-‐800-‐418-‐2065  

  
	  

Community	  Resources	  
Mental  Health  Providers	  
Check	  your	  privately	  insured	  mental	  health	  benefits	  through	  your	  employer	  or	  insurer.	  	  Check	  to	  see	  if	  your	  employer	  offers	  an	  
Employee	  Assistance	  Program	  (EAP)	  
	  
	  
Counseling  Center  at  Davidson  United  Methodist  Church  (DUMC)	  
This	  non-‐denominational	  counseling	  center	  offers	  individual	  counseling	  to	  community	  members	  (do	  not	  have	  to	  be	  a	  member	  of	  the	  
church).	  The	  Counseling	  Center	  at	  DUMC	  accepts.	  No	  emergency	  or	  crisis	  intervention	  available.	  
Insurance:	  	  private	  insurance	  and	  will	  also	  work	  with	  those	  who	  are	  under-‐	  or	  uninsured	  	  
Hours  of  Operation:	  	  business	  hours,	  Monday-‐Friday	  
No  emergency  or  crisis  intervention  available	  
Website:	  Counseling	  Center	  at	  DUMC	  
233	  South	  Main	  Street	  Davidson,	  NC	  28036	  
704-‐892-‐6135	  
	  
	  
	  
Teen  Health  Connection	  
A	  United	  Way	  member	  agency	  and	  Levine	  Children’s	  Hospital	  partner,	  Teen	  Health	  Connection	  is	  available	  to	  children	  and	  
adolescents,	  ages	  11-‐22.	  This	  integrated	  model	  of	  healthcare	  offers	  medical	  care,	  mental	  health	  care,	  with	  a	  center	  for	  disordered	  
eating	  and	  wellness.	  
Insurance:	  	  	  Private	  insurance,	  Medicaid	  accepted;	  sliding	  scale	  available	  
Hours  of  Operation:	  	  business	  hours,	  Monday-‐Friday	  



No  emergency  or  crisis  intervention  available	  
Website:	  Teen	  Health	  Connection	  
3541	  Randolph	  Road,	  Suite	  206	  Charlotte,	  NC	  	  28211	  
704-‐381-‐TEEN	  (8336)	  
	  
	  
SafeAlliance	  
SafeAlliance	  is	  a	  Nonprofit	  United	  Way	  member	  agency	  that	  offers	  individual,	  couple,	  and	  family	  counseling.	  In	  addition,	  Safe	  
Alliance	  provides	  a	  continuum	  of	  critical	  crisis	  services	  to	  those	  victimized	  by	  domestic	  violence	  and	  sexual	  assault.	  
Insurance:  	  	  Private	  insurance,	  Medicaid	  accepted;	  sliding	  scale	  available	  
Hours  of  Operation:	  	  business	  hours,	  Monday-‐Friday	  
24-‐hour	  rape	  crisis	  hotline:	  704-‐721-‐0110	  
24-‐hour	  domestic	  violence	  hotline:	  704-‐332-‐2513	  
Website:	  Safe	  Alliance	  
Cornelius	  office:	  9606	  Bailey	  Rd	  Suite	  240	  
704-‐655-‐8745	  
	  
	  
Carolinas  Health  Care  System  Behavioral  Health,  CMC-‐Randolph	  
The	  largest	  regional	  provider	  of	  mental	  health,	  advanced	  psychiatric	  and	  substance	  abuse	  services.	  CHS	  Behavioral	  Health	  provides	  a	  
full	  array	  of	  behavioral	  health	  services,	  from	  outpatient	  and	  inpatient	  treatment	  programs	  to	  substance	  abuse	  outpatient	  services,	  
and	  outpatient	  counseling	  
Website:	  	  Carolinas	  Health	  Care	  System	  Behavioral	  Health	  Center	  
Phone:	  704-‐444-‐2400	  (24	  hour	  hotline)	  Call	  to	  schedule	  an	  appointment,	  phone	  assessment	  and	  referral,	  and/or	  	  for	  other	  
information	  about	  behavioral	  health	  and	  substance	  abuse	  services	  offered	  within	  Carolinas	  Healthcare	  System.	  
	  
	  
Carolinas  Health  Care  System  Behavioral  Health,  Davidson	  
Website:	  	  Carolinas	  Health	  Care	  System	  Behavioral	  Health	  Center	  
Phone:	  704-‐444-‐2400	  (24	  hour	  hotline)	  Call	  to	  schedule	  an	  appointment,	  phone	  assessment	  and	  referral,	  and/or	  	  for	  other	  
information	  about	  behavioral	  health	  and	  substance	  abuse	  services	  offered	  within	  Carolinas	  Healthcare	  System.	  
	  
	  
	  
	  
	  
	  
	  
Mental  Health  Association  of  Central  Carolinas  (MHA)	  
A	  United	  Way	  member	  agency,	  the	  MHA	  works	  to	  promote	  mental	  wellness	  through	  advocacy,	  prevention,	  and	  education.	  	  In	  
addition	  to	  advocacy,	  MHA	  provides	  information	  and	  referral,	  and	  MHA’s	  certified	  staff	  delivers	  evidenced-‐based	  trainings	  in	  QPR  
(Question,	  Persuade,	  and	  Refer)	  suicide	  prevention,	  Mental  Health  First  Aid	  –	  the	  Adult	  and	  Youth	  versions,	  De-‐escalation,	  Family  
Partner  Certification,	  and	  more.	  	  MHA’s	  ParentVOICE	  program	  provides	  support	  for	  families	  of	  youth	  with	  emotional,	  behavioral	  
and	  mental	  health	  challenges;	  Compeer  is	  an	  evidenced-‐based	  friendship/socialization	  program	  matching	  community	  volunteers	  
with	  adults	  living	  with	  mental	  health	  issues	  in	  a	  one-‐to-‐one	  match;	  and	  their	  Multicultural  Advocacy	  program	  works	  with	  mental	  
health	  service	  providers	  to	  assure	  cultural	  competence	  in	  service	  delivery.	  	  	  	  
Hours  of  Operation:	  	  business	  hours,	  Monday-‐Friday	  	  
Address:	  	  3701	  Latrobe	  Drive,	  Suite	  140;	  Charlotte,	  NC	  2/8211	  
Website:	  	  Mental	  Health	  Association	  of	  Central	  Carolinas	  
Phone:	  	  704-‐365-‐3454	  
	  
	  
Cardinal  Innovations  Healthcare  Solutions	  
Cardinal	  Innovations	  is	  a	  local	  government	  agency	  that	  coordinates	  and	  monitors	  mental	  health	  and	  other	  disabilities	  services	  for	  
people	  with	  Medicaid	  or	  without	  insurance.	  	  
Website:	  Cardinal	  Innovations	  Healthcare	  Solutions	  



Phone:    The  Access/Crisis  number  is:  1-‐800-‐939-‐5911	  This	  number	  is	  answered	  24	  hours/day,	  365	  days/year	  
	  
	  
Mecklenburg  County  Mobile  Crisis  Team  	  
The	  Mecklenburg	  County	  Mobile	  Crisis	  Team	  is	  comprised	  of	  a	  group	  of	  clinicians	  with	  experience	  in	  mental	  health,	  substance	  abuse,	  
intellectual	  disabilities	  and	  situational	  crises.	  The	  Mobile	  Crisis	  Team	  serves	  all	  of	  Mecklenburg	  County	  and	  a	  referral	  can	  come	  from	  
anyone.	  The	  Mobile	  Crisis	  Team	  has	  the	  ability	  to	  handle	  a	  crisis	  either	  by	  phone	  or	  by	  dispatching	  to	  the	  consumer	  and/or	  caller.	  	  
Insurance:  Consumers	  are	  not	  billed	  for	  our	  services.	  Funding	  comes	  from	  grants,	  IPRS	  funds,	  and	  Medicaid.	  	  
Hours  of  Operation:	  24/7/365	  
Website:	  	  Mecklenburg	  County	  Mobile	  Crisis	  Team	  
Phone:	  704-‐566-‐3410	  –	  press	  option	  1	  to	  speak	  to	  a	  live	  counselor	  
	  
	  
Support  Works	  
Clearinghouse	  for	  Charlotte	  area	  groups	  
Website:	  www.supportworks.org	  
Phone:	  704-‐331-‐9500	  
	  
	  
Davidson  College  Students  	  
Call	  the	  Counseling	  Center	  at	  704-‐894-‐2451,	  open	  7:30am-‐9:30pm	  
Call	  704-‐337-‐7047	  between	  9:30pm	  and	  7:30am	  and	  on	  weekends	  
	  

	  

Questions?	  Feel	  free	  to	  contact	  Lynn	  Hennighausen,	  with	  Davidson	  LifeLIne	  at	  lynnhenn2@gmail.com	  
Last	  Update	  8-‐1-‐14	  



Great Resource Websites 
 
Foundation for Respectability 
The Foundation for Respect Ability seeks to convert "bystanders" into "upstanders." They seek  
to empower people to address bullying in all forms. Their  goal is to facilitate opportunities for 
communication and to develop programs and strategies for helping parents, students, and 
educators as they deal with these issues. 
  
Connect Safely 
ConnectSafely.org “is for parents, teens, educators, advocates – everyone engaged in and 
interested in the impact of the social Web and mobile technology. They have some terrific 
guides for parents and other adults: 
Facebook Overview 
Instagram Overview 
Snapchat Overview 
Guide to Smartphones 
Cyberbullying Safety 
 
 
Stop Bullying.gov 
StopBullying.gov provides information from various government agencies on what bullying is, what 
cyberbullying is, who is at risk, and how you can prevent andrespond to bullying 
 
Common Sense Media 
They “rate, educate, and advocate for kids, families, and schools” They have fabulous articles and videos 
about social media and digital citizenship. 
 



Huge  thank  you’s  to: 
 
Foundation for Respect Ability 
 
Cannon School 
 
YES (Youth Empowerment Summit) from Davidson LifeLine 
 
Davidson LifeLIne 
 
Town of Davidson 
 
Davidson United Methodist Church (DUMC) Counseling Center 
 
Charlotte Mecklenburg Schools 


